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Purpose
The purpose of the anti-malware policy is to describe the responsibilities of individuals,
departments and Technology Services in protecting the University from viruses.

Target Audience
This policy applies to all NSU faculty, staff, students and guests who utilize the network and
other information technology resources owned and/or operated by NSU.

Definitions

The National Institute of Standards and Technology (2005) defines malware as “a program that
is inserted into a system, usually covertly, with the intent of compromising the confidentiality,
integrity, or availability of the victim’s data, applications, or operating system (OS) or of
otherwise annoying or disrupting the victim” (p. ES-1). Malware includes all software that has a
malicious intent such as virus, worms, Trojans, backdoors, rootkits, bots and spyware.

Policy

Technology Services Responsibilities

e To provide anti-malware licenses for all computers owned and operated by NSU

e To install anti-malware software on all basic computer images for faculty, staff and
computer lab machines;

e To keep the anti-malware products up-to-date through a centralized policy
management that allows for automatic deployment of new virus definitions;

e To take appropriate action to contain malware infections and assist in their removal. As
such, NET Services retains the right to remove a suspect computer from the network or
disconnect a segment of the network to prevent the spread of a virus or contain damage
being done by malware;

e To disseminate information on general malware protection, including information on
virus hoaxes;

e To assist users in the recovery from a malware attack, including advise on containment
to stop the spread and assistance with malware removal;

e To maintain documentation on malware incidents, including prevention of recurrence;
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e To maintain knowledge and expertise on malware and malware protection through
routine staff training, awareness and access to resources;

e To perform periodic sweeps of server system files and staff file stores and conduct real-
time scanning on all file and web servers;

e To provide malware protection for faculty and staff e-mail by scanning incoming mail
before it is delivered, deleting infected attachments, and blocking potentially harmful
files with certain file extensions.

Individual Responsibilities

e To take suitable measures to protect against malware infection by ensuring that anti-
malware software is installed and properly functioning;

e To report to the Support Desk any suspicion of an infected machine.

Responsible Administrator
The Vice President of Technology is responsible for semi-annual review of this policy and its
procedures.
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