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Purpose

The Northern State University administration reserves the right to temporarily block or
permanently deny an individual’s access to the NSU campus computer network and its
associated resources. This action may be taken to achieve compliance with university and BOR
policies and regulations, to prevent the abuse of computer and network resources, or to protect
the network from a security breach. In cases of violations of the SDBOR Acceptable Use Policy,
the NSU Peer-to-Peer File Sharing Policy, or in response to malware or other breaches of
network security, NSU network security personnel have the authority to act immediately to
block an IP account, to remove a suspect computer from the network, or to disconnect a
segment of the network. To permanently deny access to an individual, the NSU IT Network
Administrators must have authorization from the NSU President or CIO.

Target Audience
This policy applies to all NSU faculty, staff, students and guests who utilize the network and
other information technology resources owned and/or operated by NSU.

Policy

Network access may be blocked for one or more individuals in order to achieve compliance with
a university policy. This strategy will be used sparingly and may only be implemented with the
authorization of the NSU President, CIO or Senior Cabinet or in accordance with policy
guidelines and procedures. In these instances, the NSU Chief Information Security Officer will
notify the affected group.

Responsible Administrator
The Vice President of Technology is responsible for semi-annual review of this policy and its
procedures.

Source History:

e Approval Date: 11/05/2010
e Approved By: NET Services
e Review Date: 10/01/2012
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Review Date: 2/20/2014 — Added additional policy to cases of violations in paragraph 1,
modified authorization to include guidelines outlined in specific policy and removed the
one-week notification requirement.

Review Date
Review Date
Review Date
Review Date
Review Date

1 6/21/2016: Updated process of notification
:6/21/2017: No changes

:9/10/2018: Changed name of AUP, Changed title
:5/28/2021: New template
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